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Abstract: Over the past 35 years, several protocols and
technologies have been developed to make the Internet more
reliable. What they all have in common is to be reactive: failures
(usually lack of connectivity) are first detected as quickly as
possible, and traffic is then rerouted along alternate paths that are
either computed on-the-fly (restoration) or pre-computed
(protection). Such a reactive approach has been dominant across
all layers: physical/llink layer (e.g., Optical, Ethernet, WiFi) and
IP/MPLS (e.g., IP FRR, MPLS FRR, IGP). The concept of Predictive
Networks was first introduced in 2021 as a new paradigm: the ability
for networks to learn, predict and plan. Using a variety of data
sources, models are computed that can be used to predict
issues/failures at multiple (before they happen) thus allowing for
proactively rerouting traffic and thus avoiding the issue. Still both
approaches are complementary since all issues cannot be

predicted.

1. Predictive vs Reactive Networks

The concept of Predictive Networks was first introduced in 2021 as a new
paradigm for networking. In summary, such networks rely on a predictive
engine in charge of computing (statistical, machine learning) models of
the network using several telemetry sources. Such models are used to
predict various types of issues in the network (e.g., Service Level
Agreement (SLA) violation, lack of connectivity) along a set of paths.
Predictions can then be assessed by another engine in charge of path
selection to potentially trigger a pro-active rerouting of the traffic, should
an alternate path be available that significantly reduce the risk of
issues/failures.

In contrast, existing reactive mechanisms rely on the detection of an
issue (e.g., lack of connectivity, degraded SLA using probes) before
rerouting the traffic on some alternate paths whose characteristics are
usually unknown under new conditions (after rerouting the traffic along
the impacted path) [2].

What does that mean in terms of user experience?

For all issues/failures that are predicted and for which an alternate path
exists, issues are simply avoided. In contrast, reactive strategies first
need to detect the issue, and then only address it by re-routing the traffic
onto some alternate path. Thus, by definition, this means that the network
has experienced an issue, and the user experience has already been
degraded.

How long does it take for a reactive system to reroute? It depends. In the
case of a complete loss of connectivity, Keep-alive (KA) mechanisms
usually react within a few seconds (depending on the configuration). If
the issue relates to SLA violations, requiring the use of probes (see Grey
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Failure [3]), then the system must first assess the Quality of Experience
(QoE) for some time before triggering a reroute (which takes usually
several minutes). One may use aggressive timers to reduce the
convergence time; this comes at the risk of introducing oscillations. An
over-reactive approach may very likely trigger excessive rerouting (thus
impacting the user experience). Along paths where transient issues are
frequent (a very common situation in the Internet), such an approach
would lead to constant rerouting and potential oscillations that are highly
undesirable.

Moreover, there is no knowledge of the QoE on the alternate path
once traffic has been rerouted; predictive engines, in contrast, can
use models that can be tested against new conditions before
rerouting.

Studies on large number of networks have shown a high number of grey
failures (degraded user experience) compared to dark failure (loss of
connectivity). For each of those grey failures, a reactive approach would
have to assess SLA for a given time interval during which SLA violation
is experienced before rerouting.
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Figure 1: Dark versus Grey Failures

Consider a path across the internet suffering from daily congestion at a
given time; a reactive approach would lead to the repetitive impact for
the user every day at the same time, whereas a predictive approach
would be able to predict and avoid. Of course, seasonality is simply an
example signal to that can be used for predictions. There are usually
other early signs (e.g., fluctuations in jitter) that can also be used to
predict gray failures before they occur.

Figure 2 illustrates how a user does not completely avoid a bad
experience in a reactive approach, while a predictive approach attempts
to avoid the poor user experience altogether. The Y-axis shows the SLA
violation, and the green line shows the ground-truth SLA violation over a
path. The blue dashed line shows the predicted SLA violation by the
predictive approach, and the red dotted line shows the reactive
approaches to estimate SLA violation based on the past. A reactive
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approach may of course catch up after the onset of a grey failure, but it
will invariably fail to eliminate completely the disruption.
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Figure 2: lllustration of predictive vs reactive protocol for avoiding bad -
experience.

2. Can Predictive Networks predict all issues and
how about accuracy?

No. None of the existing systems can predict all potential issues with
100% accuracy and Predictive Networks are no exception.

Let us first focus on the nature of issues that such a system is designed
to predict. In theory, most issues should be predictable or at least
preceded with some early signs that could be used by a model to forecast
the issue. Why? Because strictly random events are simply extremely
rare in nature. Even a fiber cut can be predicted, but only a few
milliseconds before breaking (using advanced optics telemetry)! Router
crashes are oftentimes predictable, but this would require unreasonable
amount of telemetry data to be obtained from many parts of the system.
In such situations (signal available a few milliseconds before the issue,
or lack of granular telemetry), early signs of an issue, even if present, are
simply not available to the predictive engine. Said differently, even if early
signs exist, this may require telemetry that is not available to predict such
issues.

Moreover, any system that predict events using statistical or ML models
must be tuned with specific objectives in mind. Let us consider the classic
example of predicting events using a classification ML algorithm. ML
engineers always face the challenge of optimizing their system for the
highest precision or recall (see Figure 3).

Discussing Recall, Precision, FP, ...

Few simple notions required when discussing Machine Learning
(supervised): False Positive (FP), True Positive (TP), False Negative
(FN), True Negative (TN), Recall and Precision.

Take a Classifier C trained to detect if an event E is relevant (Like)
or not (irrelevant).

« TP: Eis classified as relevant and is indeed an relevant

-« FP: Eis classified as relevant and is in fact irrelevant (noise)

- TN: Eis classified as irrelevant and is indeed irrelevant

« FN: E s classified as irrelevant and is in fact an relevant

TP

Recell = TP N Guotion of senstevity)

A ACC = 7TP Gl Precision = Recall =
. couracy A8 S TP TN + FP+ FN [

Precision = 45— FP (positive predicitive vahie)

Figure 3: Notion of Recall & Precision

Although the objective is to optimize both precision and recall, there is a
tradeoff between precision and recall; increasing recall usually leads to
decreasing precision and vice-versa.

Cisco’s predictive engine has been optimized for high precision; i.e., it
attempts to avoid as many disruptions as possible (precision should
always be close to 1). Said differently, the objective is not to predict all
issues, but rather to ensure that predicted issues almost surely occur
(that is, the system rarely generate false positives).

Why? Simply because precision is an absolute must to enable trusted
automation in self-healing networks.

Furthermore, existing reactive networks (and the Internet as a whole, as
a matter of fact) achieve a recall of zero since no issue is ever predicted
and avoided before it occurs. We further discuss the actual performance
of the system in our study of Predictive Networks [1].

3. Can we quantify the benefits of Predictive Versus
Reactive?

Reactive approaches, by definition, cannot predict the onset of
application disruptions. To quantify the benefits of a predictive engine,
we introduce the notion of Application Failure (AF). As pointed out,
reactive strategies cannot avoid AFs: traffic along the impacted path will
experience degraded conditions for as long as the detection is not
confirmed (between a few minutes and an hour depending on the
conditions) and then only the traffic will be re-directed onto a
(potentially) non-violating path. Figure 4 illustrates (a) the fraction of AFs
successfully predicted by current version Cisco’s predictive engine and
(b) the fraction of how many sessions, session-minutes or users could
have been forecasted to have an AF.
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Figure 4: Performance of our predictive engine on 11 enterprise
networks, for a total of more than 108 000 paths.

Across all paths, 15% of AFs are predicted correctly. As dicussed in
details in prediction accuracy varies with the nature of the path. For so-
called flat paths that have only very few issues, the engine predicts only
2% of the AFs, most likely because those are due to very unpredictable
mechanisms. However, on a subset of the paths that exhibit a periodic
pattern, the model predicts more than 44% of the AFs correctly. This
demonstrates the need for predictive methods in situations where
patterns of violation exist. Note again that reactive approaches have, by
definition, a recall of 0%.

4. Will Predictive
strategies?

Networks replace reactive

No. Predictive systems will never be able to predict and forecast all
issues, thus a reactive approach is required. If the issue is predicted,
then traffic will be proactively rerouted onto an alternate path. If the issue
is not predicted the reactive mechanism will be triggered.

This explains why both mechanisms work in concert and are totally
complementary. Since the system is optimized for high precision (no
False Positive) all actions proactively triggered by the predictive
mechanism will have a positive impact while other non-predictive issues
will be handled as in today’s networks.
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5. Why the future of the Internet will be predictive

Exclusively relying on reactive approaches no longer suffics. The
fundamental reason for developing and deploying predictive engines in
the Internet is not merely their advantages over reactive methods. They
are also a stepping-stone towards truly application-driven networks that
rely on other inputs than active probes for path selection, self-
configuration, and self-healing. For instance, feedback from the
application and its users is necessarily delayed by several minutes or
hours, which makes it unusable in reactive settings. Therefore, networks
that are driven by such feedback from the application must rely on
predictive methods to make decisions based on historical data using
various types of models.

Prediction is not merely about the future: it may also consist in assessing
alternate scenarios, which are key in answering questions such as
“would it help if | made that change?”. A basic example of this situation
occurs upon re-routing traffic onto a path with limited capacity: reactive
approaches are caught between a rock and hard place wherein they
oscillate between a path with a poor SLA and a path that has not enough
capacity to support the re-routed traffic. Learning capabilities are key in
removing these limitations. The same logic applies to any situation where
automating a remediation is envisioned.

6. Conclusion

Predictive Engines are designed to avoid poor user experiences (such
as grey failures) that reactive protocols could never completely avoid. A
reactive protocol would, by definition, react to poor experience after the
user experiences a degradation. As shown in previous section, the
number of “poor experience” impacting users are extremely high; thus
avoid such issues drastically improves the user experience.

In contrast, Predictive technologies are designed to predict such bad
experience in advance, where possible, and then switch to a better path
to save the user from a poor experience. However, the system uses both
predictive and reactive approaches together. Reactive approach is a fail-
safe mechanism; the reactive component reduces the bad user
experience in case the predictive algorithm fails to predict failures.
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